Online Safety Newsletter

December 2025

This Online Safety Newsletter is full of tips, ideas and signposting so that we can work together to keep all of our
children safe online. On the Stay Safe Online page on the school website there are lots of support sheets and
guidance for parents. Click here for more information: Stay Safe Online | St Mark's Church of England Aided

Primary School

In school we teach children about the SMART rules. Please talk to your child at home about these too:

$tay Safe onitine

Remember the 5 SMART rules when using the internet and moblle phones.

Here is SMART- our
online safety
mascot who was
designed by Isaac,
one of our Digital
Leaders.

How about trying Screen-Free Sunday? Try
going for a walk, playing a game or just
chatting together. There are lots of lovely
ways of having good quality family time
together.

/' DEMONSTRATE GOOD HABITS «

Children often learn their digital behaviour from

watching the grown-ups around them. So make sure
your child observes you being positive and supportive
on social media, for example - and, especially, sees
that you know when it's time to switch the screen off,
even though you're having fun.

(1) UK Safer Internet Centre

Homepage - UK Safer Internet Centre

This website has lots of resources and
information about a range of online safety
topics including apps, games and websites.



https://www.stmarkscofe.co.uk/stay-safe-online/
https://www.stmarkscofe.co.uk/stay-safe-online/
https://saferinternet.org.uk/

Roblox concern

We have been made aware of a pop-up that is appearing on Roblox
encouraging children to download an app called Pollybuzz or
Pollyfuzz. This app seems simple, but it contains an Al ‘friend’. The
‘friendship’ starts off innocently but then begins to introduce
extreme content to the Roblox user. Please check your child’s

device/devices for this.

Read more about updates to Roblox and their security here:
https://swgfl.org.uk/magazine/roblox-announces-facial-age-checks-

for-chat-features/

Smartphone Free Childhood

Smartphone Free Childhood

The Smartphone Free Childhood movement is not about banning phones, but about promoting childhood and
keeping children safe. Please use the link for the Smartphone Free Childhood website (above) to understand more
about this movement. A number of St Mark’s parents have already signed the pact, | would encourage you to find
out more about this.

SMARTPHONE oo |
ABOUT US W THE ISSUE RESOURCES GET INVOLVED SIGN THE PACT DONATE
FREE CHILDHOOD Q

Give the gift of a
smartphone-free
Christmas

Every year, kids put “smartphone” at the top of their
Christmas list.

But that shiny new device comes with hidden extras no parents
would choose: Late-night doomscrolling, group-chat dramas,
algorithms that don't switch off... even when the fairy lights do.

That's why more and more parents are choosing to delay
smartphones this year. It's the simplest way to keep the magic of
childhood alive — at Christmas and beyond.

Sign the parent pact

Please speak to me if you have any questions about this or anything included in this newsletter.
Have a safe and wonderful Christmas,

Best regards,

Rachel Jones

Deputy Headteacher and Designated Safeguarding Leader.


https://www.smartphonefreechildhood.org/
https://swgfl.org.uk/magazine/roblox-announces-facial-age-checks-for-chat-features/
https://swgfl.org.uk/magazine/roblox-announces-facial-age-checks-for-chat-features/
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.

For further guides, hints and tips, please visit nationalcollege.com.

What Parents & Educators Need to Know about

> YOUTUBE

Almost anyone with an internet connection knows YouTube. The Google-owned site lets anyone

THE RISKS?

INAPPROPRIATE CONTENT

YouTube is free and can be accessed via
numerous devices, even without creating
a YouTube account. Some content is
flagged as ‘age-restricted’ (requiring the

= user to be logged into an account with a

verified age of 18), but children can still
view some mildly inappropriate content.
This can include profanity and violence,
which some young users may find

\ upsetting.

CONNECT WITH STRANGERS

YouTube recommends videos
related to what the user has previously
watched on their account, aiming to
rovide content that will interest thent.
his is intended to be helpful but it can
also lead to binge-watching and screen
addiction - especially if ‘auto-play’ is
active. Users without an account are
shown popular videos from the last 24
hours, which might not always be
suitable for children.
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RADICALISATION

YouTube’s algorithm tends to promote
content that's getting the most traffic - a
lot of which can be quite extreme. This
can be fine for harmless topics, but
YouTube isn’t regulated like television,
and that means that conspiracy theories,
fake news and hateful ideologies can
occasionally surface to warp
impressionable minds all too easily.
Remember - the more they watch, the
more they’ll be recommended.
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upload videos to be shared around the world, and as a result, it’s an incredible resource with instant
free access to material covering every conceivable topic. But with over 500 hours of video
uploaded every minute, not all of it will be appropriate for young eyes.

(. |
I YouTube is a social media platform which

llows people to interact with other

usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
message other users directly. Connectin:
with strangers online can potentially lea
to children belngbex osed to adult
language, cyberbullying and - in the
worst cases - online predators. If a child
is creating content themselves, this can

increase the likelihood of them becoming
s atarget.

TRENDS AND CHALLENGES ’

YouTube is teeming with trends and 8
challenges, some of which are fun to
watch and join in with. Children often find
these immensely entertaining and might
want to try them out. Most challenges
tend to be safe, but many others may
cause physical or emotional harm
children who watch or copy them. The
painful ‘salt and ice challenge’ - where
?eople use these two ingredients to burn
heir skin - is just one of many examples.
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SNEAKY SCAMMERS

The comments sections of ﬁopulur
content creators regularly have
scammers posing as that influencer,
attempting to lure users into clicking on
their phishing links. Scammers
impersonate YouTubers by adopting
their names and profile images, an
often offer cash gifts or ‘get rich quick’
schemes. Children may not realise that
these users aren’t who they claim to be.
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APPLY RESTRICTED MODE

For older children, Restricted Mode is an
ogtlonal setting tI’\qt Prevenls; YouTube from (_E“soRE“
showing |nupgroprlc e material (such as drug
and alcohol abuse, graphic violence, and sexual
content) to underage viewers. To prevent children
from chancing across age-inappropriate content
on the platform, we would recommend enabling
Restricted Mode on each device that they use to
access YouTube. It’s worth also turning the

-play feature off, to prevent YouTube's
algorithm qutomutlcglly recommending
something inappropriate.

CONSIDER YOUTUBE KIDS

It's possible to sidestep most inupproeriute
content completely via Google’s own YouTube
Kids app for Android handsets and iPhone. This
lets you filter content by “preschool” (4 and
under), “younger” Sages to 8) and “older”
(ages'9t012). Thisisn't a Reriect substitute for
personal supervision, as the app’s filtering
system is automated, and Google can’t manually
review all videos.

Meet Our Expert

Alan Martin is an experienced technology journalist who has written for
the likes of Wired, TechRadar, Tom’s Guide, The Evening Standard and

The New Statesman.

X @wake_up_weds

n /wuw.thenationqlcollege

Creating a Google Family account allows \
parents and carers to monitor what their

child is watching, uploading, and sharing

with other users. It will also display their

recently watched videos, searches, and
recommended videos. In general, a Google Family
account gives a parent or carer oversight of how
their child uses sites like YouTube and helps to
ensure that they are only accessing appropriate
content.

CHECK PRIVACY SETTINGS

YouTube gives users the option of uploading
videos as ‘private’ or ‘unlisted’ - so they
could be shared exclusively with family and
friends, for example. Comments on videos
can also be disabled and channels that a
child is subscribed to can be hidden. If the
child is only uploadin? videos set as
‘private’, they are far less likely to receive
irect messages from strangers.
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MONITOR ENGAGEMENT

YouTube is the online viewing platform

of choice for billions of people, many of
them under 18. Younger children will watch
different content to older ones, of course.
You may want to keep an eye on how
children interact with this material - and,
if applicable, with content creators - to {}
understand what they're interested in.
Remember that creators often share content
outside of YouTube, so don’t ignore theirweb @

presence elsewhere!
R4

LIMIT SPENDING

Although YouTube is free, it does offer some
in-agp purchases. For example, users can rent
and buy TV shows and movies to watch. If you’
like to avoid children purchasing content online,
limit their access to online payment methods.
Man”mrents have discovered the hard way that
a child happily consuming a paid-for series
quickly leads to an unexpected bill!
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IPHONE

If your child’s lucky enough to
70 be getting their own iPhone,
£R rcuenml controls can heip avoid
o Issues like screen addiction and
*.< unsuitable content. Go into the settings
*; @and scroll down to ‘Screen Time'. From
here you can customise important
settings including time limits on using
. the device, communication restrictions
o and content blockers. You can dalso lock
2 your changes behind a passcode.,

-1 ANDROID

._; With Android devices, Google's
Family Link app is your friend.
You'll need a Google account ~ and a
separate one for your child, which you
should use when first setting up the

it « device. Then, in Family Link on your own
device, select 'Add Child’ and enter their

M} account details. This lets you specify
limits on daily usage, restrict certain
apps, block particular content and more.
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PLAYSTATION

You can prep for a PlayStation

before it’s even unwr: 5

At my.account.sony.com, create an
account, then go to Account
Management > Family Management >
Add Family Member to set up your
child’'s account, which you'll use to sign
in on the console. You can restrict the
age ratings of the games they can play
and who they can talk to. On the PS5,
you can make exceptions for any games
you think are acceptable despite their
high age rating.

IPAD

iPad parental controls are identical to
those on iPhones. However, if you've got
a shared family iPad ond want to ensure
your children aren‘t seeing anythin
age-inappropriate after you hand them
the device, there’s a feature called
Guided Access (under Settings >
Accessibility > Guided Access). With this
switched on, young ones can only use
the app that‘s currently open.

XBOX

The Xbox Family Settings app helps W
you manage which games your child
can play {and when). You'll need to set
up the console with your own account
and then add a child profile. Make sure
your account’s password protected, so
your child can‘t alter your choices later,
You'll be walked through the functions at
setup, but you can also reach them
manually via Settings > Account >
Family Settings.
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Top Tips for

SETTING UP PARENTAL
CONTROLS ON NEW DEVICES

NINTENDO SWITCH

Download the Nintendo

Switch Parental Controls app on

your phone, and you'll be shown

how to link it to the console. Once that's
done, you can limit how long your child
can play each day, decide what age
ratings are permitted and more. You'll
also get weekly updates on how often
they've used the device. These controls a
are accessible through the console itsell,
but the app is usually easier,
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WINDOWS 11 PCS o

On Windows 11, account

management is key. Set up the device
with your own account as the admin.
Then go to Settings > Accounts > Family
and Other Users and create your child's
account (if you've already done this on
a previous PC, just log In with those
detaills), Microsoft Family Safety (either
the app or the site) then lets you control
screen time, what content children can
view and more.

Chromebooks’ parental
controls are manoged via the
Family Link app. Unlike an Android
device, however, you need set up the
Chromebook with your own account first,
then add your child’s. Go to Settings >
People > Add Person and input your
child's Google account details (or create
a new account). Your child can then log
in, and you can monitor what they're up
‘lo via Family Link,

MACS

Like iPhones, parental controls for

Macs are managed via the Screen Time
settings. Again, the crux here is to set
yourself up as the administrator before
adding any child accounts. in the
settings, look for Users & Groups to
create your child's account, then - while
on their profile - use the screen time
options to place any boundaries around
apps, usage and who your child can
communicate with (and vice versa).
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SMART TVS

, Smart TVs typically have their own

| individual parental controls. One of the

. most popular brands is Samsung - and

| on their TVs, you can control the content
available to your child. In the Settings
menu, under ‘Broadcasting’, you can
lock channels and restrict content by its
age rating. Even this isn't foolproof,
however: some apps (like YouTube)
might still let children access unsuitable
material,
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